Pragma Fortress SSH Client Suite

2-Factor Authentication & Encrypted Connectivity from \Windows

Pragma Systems Fortress SSH Client Suite

Pragma Fortress SSH Client Suite contains industrial grade
Windows SSH/SFTP/SCP graphical & command line clients for
encrypting and connecting to highly secure environments like
Cisco networking devices and enterprise servers running SSH. The
clients support 2-factor authentication and are RFC 6187 compli-
ant with full smart card support for intrusion protection and to
combat cybersecurity threats posed for remote access.

Pragma Fortress SSH Client Suite Features:

- Flexible support for a broad range of server
platforms — Performs best with Pragma Fortress
SSH Server, and is compatible with SSH server
software from other vendors on a variety of operat
ing systems like Solaris, Linux, HP-UX, AIX, VMS and
Macintosh

- Broad Windows OS support — \Windows
2022/2019/2016/2012/2008 R2/2008 servers and
Windows 11/10/8/7 and supports 32-bit & 64-bit
processors

- Supports port forwarding — Enables secure
transmission by any TCP/IP application by passing
the data over a secure SSH session, with only
minimal changes to the application required

- Session logging — Optionally logs session output
to a text file (only includes printable ASCII charac-
ters)

- Scripting — Console clients use easy-to-write
script files to automate logon & session operation

- Handles multiple server configurations — No
need to reconfigure the client for each server used

- Gateway capability — Console clients can be used
inside a telnet or SSH session to connect to another
telnet or SSH server

- Customizable terminal window and fonts —
Dynamically resize the terminal window by chang-
ing the size properties of the console window

Secure Connectivity with SSH Protocol
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+ Authentication — x509v3-ecdsa-sha2-nistp256,

x509v3-ecdsa-sha2-nistp384, x509v3-ecdsa-sha2-
nistp521, x509v3-rsa2048-sha256, x509v3-sha-rsa,
Password, GSSAPI, NTLM

Publickey: ssh-ed25519, ecdsa-sha2-nistp256,
ecdsa-sha2-nistp384, ecdsa-sha2-nistp521,
rsa2048-sha256, ssh-rsa, ssh-dsa

- Ciphers - Supports multiple advanced encryp-

tion algorithms for optimal security: aes256-gcm@
openssh.com, aes128-gcm@openssh.com, aes256-
gcm, aes128-gcm, aes256-ctr, aes192-ctr, aes128-
ctr, aes256-cbc, aes192-cbc, aes128-cbc, blowfish,
3des

- Key Exchange — curve25519-sha256,ecdh-

sha2-nistp521,ecdh-sha2-nistp384,ecdh-
sha2-nistp256,diffie-hellman-group-exchange-
sha256,diffie-hellman-group14-sha1,diffie-
hellman-group14-sha256,diffie-hellman-group15-
sha512,diffie-hellman-group16-sha512,diffie-
hellman-group17-sha512,diffie-hellman-group18-
sha512

« Hmacs — hmac-sha2-256-etm@openssh.com,
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hmac-sha2-512-etm@openssh.com,
hmac-sha2-256, hmac-sha2-512,
hmac-shat, hmac-sha1-96, hmac-md5

Host and User Key Type — EC ed25519, ECDSA

256, ECDSA 384, ECDSA 521, RSA (2048-16384),
DSA
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programs that give you
secure access to files
and data on
computers. The suite also includes a variety
of high-value programs and management
tools to improve your productivity and sim-
plify your remote access transactions. It pro-
vides all the client functionality needed to
carry out easy, dependable, and fast com-
munications using a wide variety of proto-
cols, including:

remote

« 2-factor authentication with CAC/PIV
cards

« RFC 6187 compliant

« Graphical & Console SSH client

« GUI secure file transfer (SFTP) client

« Console SFTP & Secure Copy (SCP) cli-
ent

«Remote exec (rexec) & Remote shell
(rsh) client

Benchmark Test

In benchmark tests against a leading competi-
tor, Pragma Fortress SSH Server and SSH Client
software performed 45-60 times faster!

Filesize | ST | competior
8.26 MB 1sec 47 sec

41.32 MB 4 sec 4 min 45 sec
95.45MB 10 sec 10 min 54 sec
Actual test data

Advanced algorithms deliver unmatched
transfer speeds. When tested with
Pragma Fortress SSH Server, our SSH
client performed up to 45-60 times faster
than a leading competitor’s product
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Essential Command Line Tools In-
cluded:

Pragma Fortress SSH Client Suite includes sev-

eral programs that enable execution of essential
management functions directly from the command
line. These tools are useful on any system, whether
you are using a client machine locally or remotely
through a telnet or SSH session.

» Delete Directory Tree + Which Executable
« Find File + Internet User Name Directory Service
« Kill Active Process « Change Computer Name
« Get Operating System Information « Change Current Console Settings
« Password Changer Program + Shutdown Program
« Console Registry Editor + Keyboard Tester
« Show Active Processes + Process Sleep
« FTP Client « Get Group Information
« Get Current User Name + Get User Information
« Fast File Text Viewer * RunAs
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Specifications

- RFC 6187 compliant supporting 2-factor
authentication

.+ aes256-gcm@openssh.com, aes128-
gcm@openssh.com, aes256-gcm,
aes128-gcm, aes256-ctr, aes192-
ctr, aes128-ctr, aes256-cbc, aes192-cbc,
aes128-cbc, blowfish, 3des

+ Minimum Windows systems require-
ments for hardware and memory is suf-
ficient for the Fortress SSH Client Suite. A
minimum of 128 MB of memory is rec-
ommended

- 5 MB available hard disk space

« Runs in Windows 2022/2019/2016/2012/
2008 R2/2008 servers and Windows
11/10/8/7

+ 32-bit & 64-bit

Microsoft
Partner

Silver Application Integration
Silver Application Development

How to Order

Visit Pragma’s web site at:
http://www.pragmasys.com to order
online or to download a FREE fully
functional evaluation copy.

To order from USA call: 1-800-224-1675
International sales call: 1-512-219-7270
Fax orders to: 1-512-219-7110

Contact Pragma for pricing and quantity dis-
count information.

Pragma Systems, Inc.
930 S. Bell Blvd.,, Suite 203
Cedar Park, TX 78613
USA

Tel: 1-512-219-7270

Fax: 1-512-219-7110

Email: sales@pragmasys.com
Website: http://www.pragmasys.com
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