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Pragma Systems
Using SSH for PCI Compliance

A WHITE PAPER

In the wake of the �rst Sept. 30, 2007, Payment Card Industry (PCI) deadline for locking down net-
works and customer data, it�s clear many companies � and more than half of smaller organizations 
� still fall short of prescribed security standards. As a result, the majority of Telnet-dependent com-
panies are now scrambling to �nd cost-e�ective solutions for e�ecting full compliance with PCI 
Data Security Standards (PCI DSS).

And that�s just PCI. Beyond the credit-card industry security initiative, state, federal and international 
regulators are driving the need for increased network security and full regulator audit compliance 
for companies of all sizes. From HIPAA (the Health Insurance Portability and Accountability Act)  to 
GLBA (the Graham-Leach-Bliley Act), PIPEDA (the Personal Information Protection and Electronic 
Documents Act) to the technology tenets of Basel II, US companies face an alphabet soup of inter-
woven � and competing � requirements for protecting sensitive consumer information.   

In a complex regulatory environment that�s constantly changing, the only thing companies can be 
sure about is that, for all their simplicity and ease of use, Telnet and FTP do not provide the secure 
foundation companies require to e�ect a comprehensive compliance solution. Secure Shell (SSH) 
and its bundled �le transfer component SFTP (Secure File Transfer Protocol) are exponentially more 
secure than Telnet and FTP respectively.    

These days, the natural tension between the demands of day-to-day business and the need for 
greater system security is prompting many companies to migrate from the straightforward sim-
plicity of Telnet to the heightened level of security provided by SSH. As they do, Pragma Systems� 
FortressSSH o�erings are becoming their platform of choice.

Pragma Systems is the leading provider of end-to-end, enterprise-class SSH technology, facilitating 
secure remote access for all Microsoft Windows platforms. Pragma�s end-to-end solutions provide 
highly secure access to corporate supply chain, CRM, distribution and warehouse applications over 
wireless, Bluetooth, LAN, WAN and mobile networks. 

Pragma�s extremely fast, scalable and feature rich FortressSSH product suites fundamentally address 
the security challenges associated with remote management, �le transfer, and application delivery 
� providing the best possible platform for a comprehensive program to ensure compliance with the 
requirements of PCI DSS.

Objective :
The objective of this document is to examine the federal and industry regulatory environment 
and to analyze the bene�ts of utilizing Secure Shell (SSH) in achieving PCI compliance. In addi-
tion, to review the role Pragma Systems, Inc. and its FortressSSH product can play in a robust, 
secure computing environment.
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